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Locating Source of Events

e

1) Is an event occurred on distribution feeder?

2) If yes, where is the exact location?

3) What we need for location identification?
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Equivalent Circuit Analysis
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Micro-PMU Measurements
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Micro-PMU Measurements
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Micro-PMU Measurements
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Micro-PMU Measurements
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False Data
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FDIA Against Micro-PMU data
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FDIA Against Micro-PMU data
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FDIA Against Micro-PMU data
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Effects of bad measurements in Micro-PMU data
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Effects of bad measurements in Micro-PMU data
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Effects of bad measurements in Micro-PMU data
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Effects of bad measurements in Micro-PMU data
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Proposed Attack Detection Method
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Proposed Attack Identification Method
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Proposed Attack Identification Method
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Proposed Attack Identification Method

1 < 1 <
in —— ) (AVI)2— —ZA I))2
arg min N_ljZ( Vi) (N_lj_1 Vi)

Variance across
measurements in

absence of dropped

micro-PMU

[ =N-1
=1

N
subject to z

The number of
micro-PMUs kept

I; € {1,0}

ifuPMU j is kept
0,if uPMU j is dropped

Decision
Variable




. UCK

Identified affected uPMU

Attack at micro-PMU 1

-
-

-
o
T

ctive value

Obje
N w £ (4] (] ~ oo (<]

2 3
Identified micro-PMU for attack at location 1

-

11



. UCK

Identified affected uPMU
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