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Our Focus: Sensors and Measurements
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Events in Distribution Systems
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Application of Micro-PMUs:

« Capacitor Back Switching
* Fault Analysis
« Lightning Analysis

* Inverter Misoperation

| Event Detection

——~ Situational Awareness
with Application to
Cybersecurity

| Event Classification

* Impedance Calculation

« Topology Identification

Our Focus:

 Event Source Location Identification
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Situational Awareness in Distribution Grid Using
Micro-PMU Data: A Machine Learning Approach

Alireza Shahsavari, Sudens Member, IEEE. Mohammad Farajollahi, Sudens Member, IEEE
Emma Sewart, Semior Member. IEEE, Ed Corez, Hamed Mohsenian-Rad, Semior Member, I1EEE

Abvgact—The recent developmeat of distribution-e vel phasor
asurement wnits, aka micro-PMUs. has been an important

step towards achieving situstionsl swaroes in pover distri-
1o transform

ent detection \echmique to pick out vabushle portion of data
from exvtremely lar raw macro-PMU data. Sobsequenth. » daso-
M:M(::v-h!_‘hr‘-m-h zh‘y‘p-"

and

Machme learning, dutnbution synchrophason. w.
uational e ar ness, event detection, vt casfication, Big-Data.

L. INTRODUCTION
The proliferation in distributed energy resources, electric
vehicles, and controllable loads has inroduced new and un
predictable sources of disturbance in distribution actworks
This calls for developing mew monitoring sysems that can
support achicving situational swareness at distribution-kvel:
thus, allowing the distribation sysem operator to male the
Best operational decisions i Rspone o such disturbances
Traditionally. theme have been throe major challenges in
achicving situational aw arcrcss in power distribation sysems
First is the lack of high msolution meassrements. Metering in
distribution sysems is often limited w superviscry control and
data acquisition (SCADA) at substations with minuacly report
ing imkrvals As for smant meters, their report messwRments
once every 15 minutes or hourly. Second is the lack of accurste
and up-to-date models for most practical distribution circuits.
Third, due 1o the lower voltage and the larger number and
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variety of utility and customer oquipment, disribution sy sicms
s subject 10 2 buge sumber of ovents on & daily basis.

The first challenge above has reratly boen mesolved by the
advent of micro PMUs [1]. A typical micro-PMU is conmected
0 single- or three.phae distribution circuits 1 measare GPS
time referenced magnitudes and phase angkes o
cument phasors at 120 readings per second. Since 2015,
micro-PMUs have been installed at pilot st sites in the st
of California, including some in the city of Riverside [2]

This paper makes e of real-world micro PMU dats from
a feeder in Riverside, CA, see Fig. 1 It seeks 1o addmss the
second and the third challenges lised above. Specifically. we
propose & novel model free wtustional swarene ss framewcek
for power distribution syskems to tum micro PMU data in 1o
actionable information for tngible we cases. This is done
by introdacing 2 novel data driven cvem detection echniGae
a3 well as 2 novel data driven evens classification chnique
Event decton is sppiied o cight noo lincarly dependent data
steams for each micro PMU, including voltage magnitude,
current. magnitude, active power, and mactive power Event
classification is done by extracting the inberent Eatures of
detected events, and by comstructing an slgorithm that can
leam from and make predictions of various events. The main
contribations in thes paper can be wmmzred 1 follows

1) A movel sitsationsl swareness framework is introduced
for power distribution systems using micro PMU data,
that is model-fee; it works by going through 2 %
quence of evens detection, event classfication. and evers
scruinization efiorts to transform the lange amount of
measu ment data from micro- PMUs to information that
are meful for distribution system operators
The approach in this paper makes we of field expent
knowledge and utility records in order o conduct an
extensive data driven event labeling for micro.PMU
data. The detecied events are labeled according 1o event
e mnd event type. As for the event detection phase
prior 10 event labeling. our approach in comprehe mive:
i involves moving windows to belp compr sk the lack
of information sbout the start time of each event. It alio
iovolves dvmamic window sizes 1o help compenss the
lack of information sbout the duration of cach eveat
3) Different feature wlection approaches and diflerent clas

sification methods are examined and compared. includ

ing multi SVM, k-nearest neighbor, and decision e

with considering certain aspects of evenss from micro.

PMUs, .., umeven datasets and features of mulii- sream

sigrals |t o shows that the we of te proposed ek ction

featums, such ms detection window and detection indica
tor, s critical. regardies of the method of classification
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Situational Awareness and Cybersecurity in Distribution Systems
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Events Detection: Method I,

Data Sequence: 100 seconds
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Events Detection: Method II, Residual Test on Non-Linear Estimation

Current Magnitude Estimation
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Event Classification

Transmission Network

Event Labeling: Field Expert Knowledge and Utility Records

Provisions:

Field knowledge of utility crew members
Reviewing more than 1000 utility event logs for one year
Computer simulation of the understudy feeders.

Analysis of field data over three years.
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Event Labeling

Class I: Events initiated from upstream of D-PMU 1:
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Transmission Network

Event Labeling

Class II: Events initiated from downstream of D-PMU 2:

D-PMU 1

D-PMU 2
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Transmission Network

Event Labeling

Class III: Events initiated from somewhere between the two D-PMUs:
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Transmission Network

Event Labeling

Class III: Events initiated from somewhere between the two D-PMUs:
Class III.A: Capacitor Bank Switching
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D-PMU 2
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Event Labeling

Class III: Events initiated from somewhere between the two D-PMUs:
Class III.B: Momentary Oscillation
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Event Labeling Summary

Class I: Events initiated from upstream of D-PMU 1
Layer I
Event Zone Class II: Events initiated from downstream of D-PMU 2

Class III: Events initiated from somewhere between the two D-PMUs

— Class III.A: Capacitor Bank Switching Events
Layer II:

Event Type [— Class IILB: Momentary Oscillation

—> (Class II1.C: Other Events

Cap Bank
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Y iy kS i

Sub-Transmission
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Transmission Network
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Feature Selection

* Single-Stream Features
* Statistics, e.g., standard deviation
 Difference, e.g., post-event and pre-event

* Multi-Stream Features
» Correlation between any two signals

* Event Detection Features
* Detection window size
* Detection indicator

We consider data from two D-PMUs: Total number of signals is 8

Feature Feature Description Number
Single-stream S.tatistics std(D);) 8
Difference |dy, — di] 8
Multi-stream Correlation corr(D;, Dj) 28
Detection Detect_ion Wipdow w l
Detection Indicator I{D;} 8
Total number of features: 53

14



Event Classification Method:
1- Multi-Support Vector Machine (Multi-SVM)

* Binary Decomposition: One-against-all (OvA)
2- k-Nearest Neighbors (k-NN)
3- Decision-Tree (DT)

Summary of Analyzed Database:

Training
Dataset

Test Dataset

Data from two D-PMUs, during 15 days
In total, 1.2 billion measurement points
In total, 10,700 events (only 1% of the data points)

Number of Events from Event Labeling

ClassI ClassII ClassII

1,802 2,228 6,670

Class IIILA ClassII.LB  Class III.C
Training dataset almost 4% for both layers
27 43 6,600
15




Training

e —

Class

Class 11

Class 111
Hyperplane 1
Hyperplane 11
Hyperplane 111

Predicted Class

Class I Class IIT
Target Class

Test

-2

Accuracy: 89.57%

Illustrative Example of Multi-SVM Classification Results for Layer I:

Three dominant features among 53 features are selected to train and test classifier.
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Without Detection
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Classification Results for Test data of Layer I:

Impact of Detection Features

Multi-SVM Classifier k-NN Classifier Decision Tree Classifier

Accuracy: 98.16% Accuracy: 97.82% Accuracy: 92.74%
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Classification Results for Test data of Layer 11

Multi-SVM Classifier k-NN Classifier Decision Tree Classifier

Predicted Class
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The performance of k-NN classifier is highly sensitive to the choice of parameter k.
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Three-Phase Switched Capacitor Bank:
 Switched capacitor bank three-phase (900 kVAR)

o Controller: Volt-VAR Controller.

L it

——

Switch off Event 4 EWQWW% T
8 7265 Substétion B
75 . 7250 69 kv/12.47 kv
< 65 z 7235
£ o ) . . eps
® s —1 | 8000 Transient Current Magnitude Duration of Transition
= . G
© 45 — ol 7 7208 < 20 T 2 SR Z 200 e
35 7190 3 = * ¥ *
0 05 1 15 2 0 05 1 15 2 £ 107 T WT E 1501
Time (sec) Time (sec) éib o | thasfe i g ool
650 250 —¥ Phase B 9
= =
Ssoxﬂx g 2 '*")L* lJ'al 2
— = 2 g
5450 g 50 &£ 20 ** *T E 0 *
o =~ 2468101214 2 4 6 8 10 12 14
350 MU'W 9 50 Day Day
250 -150
N ooos T2 Change in React1ve Power Durlng Switching
ime (sec) Time (sec) 600 .
. &
Two-Step 3-Phase Switch = o0l
» Step 1: Phase C (Zero Crossing) 5 m I ] I
. . 200
* Step 2: Phase A/B (Possible Malfunction) = m ﬂ H
-
= 0
. L g
Slightly Unbalanced Operation 3
. . _200 1 1 1 1 1 1 1
+ Likely fuse blowing on A and C 2 4 6 810 12w

Day



UCK

Agenda

O Situational Awareness Using Distribution Synchrophasors:
« Events in Distribution Systems
* Event Detection

« Event Classification

. Use-Cases:
* Asset Monitoring

* Protection System Diagnosis

Q Cyber Security & Situational Awareness



Protection System Diagnosis
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Momentary Fault Occurrence:

v

=l

/ Fault Location

~ Lﬂ{

The rest of sub-transmission
network (12 Additional
Substations)

Feeder |

1
lq 12.47 kV/480 V =

lm 1

"‘ Substation B Feeder 11
69 kV/12.47 kV uPMU 4
Substation A X

230kV/69 kv T - ““ ¢ UPMU 5

Hiteey

12.47 kV/480 V.

Inverter
Meter 1

Inverter

" Feeder Il

Substation C
69 kV/12.47 kV

Knowledge from Utility Event Log:

Meter 2

* Fault Location: Feeder I, in November 2016, almost 0.3 mile away from Substation B.
* Event Source: Blown fuse is founded in phase B and a diseased bird on pole.

We are interested in answering the following questions
*  What is the time-line of the fault?

* Possible miscoordination between lateral fuse and auto-recloser?

* Possible miscoordination between auto-recloser anti-islanding relay?

20



Fault Time-Line:

Stage | « Voltage on phase B drops
I * Deviation in voltage on phases A and C

Stage | « Recloser sends trip command to the circuit breaker

II * Three-phase circuit breaker operation transient
Stage | « Feeder I is isolated

111 * Current of D-PMU 1 decreases to zero (RLC circuit)
Stage | « First shot of recloser is finished

IV » Feeder is reconnected to substation

-

Recloser-fuse coordination is Verified
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* Aspect 1: Attack Detection through Situational Awareness

Control Devices and
Assets

Attack Detection

=

* Aspect 2: Vulnerability in Sensors and Monitoring System

Situational Awareness

Vulnerable Situational

Awareness

Mohasinia’s Research
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